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Evolution of Wall
From Packet Networking to Content Networking

e 7-in-1 (NetBSD)
— Handling the problems in TCP/IP layer
— NAT, Firewall, VPN, Router, BW mgnt., IDS, URL filter

e 10-in-1 (NetBSD)
— Content-aware
— Anti-Virus, Anti-Spam, CF/Keyword
— Reducing System Overheads: New Arch./Alg.

e N-in-1 (Linux)
— Easy to add new modules
— UPnNnP, APP Firewall, SSL-VPN, Wireless AP



Research Tasks

System Performance

— Architecture:

+ 4-in-1 proxy arch.: Spam+ Virus+ IDS+ CF (Throughput X 2)

+ Stream-based mail proxy for anti-virus

+ Content security processing on network processors and ASIC
— Algorithm:

+ Fast accurate Web filtering with early decision and keyword

matching
+ Adaptive generic signature matching engine

Request Scheduling for Differentiated QoS

— Website gateway: Multi-Resources Req Scheduling
— Access gateway: Requestized-GPS



4-in-1 Proxy Architecture
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— ICIRSally Floyd : TCP-Friendly Algorithms, the future of the Internet

— Caltech CSEE, Steven H. Low : Limit and application of Fast TCP

— UCLA CS, Mario Gerla : Request Scheduling Algorithm

— Berkeley EE, Kurt Keutzer : Architecture design for network processors

— UCLA CS, Peter Reiher : Implementation over network processors
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