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Evolution of Wall
From Packet Networking to Content Networking

e /-in-1 (NetBSD)
— Handling the problems in TCP/IP layer
— NAT, Firewall, VPN, Router, BW mgnt., IDS, URL filter

e 10-in-1 (NetBSD)
— Content-aware
— Anti-Virus, Anti-Spam, CF/Keyword
— Reducing System Overheads: New Arch./Alg.

e N-in-1 (Linux)
— Easy to add new modules
— UPNnP, APP Firewall, SSL-VPN, Wireless AP



Research Tasks

System Performance

— Architecture:
+ 4-in-1 proxy arch.: Spam+ Virus+ IDS+ CF (Throughput X 2)
+ Stream-based mail proxy for anti-virus
+ Content security processing on network processors and ASIC
+ P2P Traffic Management

— Algorithm:
+ Profiling summary on string matching algorithm and application
+ Adaptive generic signature matching engine

Request Scheduling for Differentiated QoS
— Website gateway: Multi-Resources Request Scheduling
— Access gateway: Requestized-GPS with

Window-base Service Rate Control



4-in-1 Proxy Architecture
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Stream-based Mail Proxy for Anti-virus

SMTP Attac|i i ent . Body ' Header SMTP Mail
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NIDS Processing on Network Processors
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P2P Traffic Management Architecture
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Profiling Summary on
String Matching Algorithms and Applications
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The BH algorithm :
Adaptive Generic Signature Matching Engine

Search window shifted by Imin - k

> Néw position of the search window
— Imin
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Truncated patterns |T,

Imin-k

text

Best shift distance :
(1) B is not a factor of any I',eI.
- No suffix of B is a prefix of any I'.eT,
SHIFT[h(B)] = /in.
- One suffix of B is a prefix of some
I'el.
Let k be the maximum length of
such
a suffix. SHIFT[h(B)] = min — k.
(2) B is a factor of some I'.eI'.
- Let | be the rightmost occurrence of B.
SHIFT[h(B)] = Imin — 1.
Verify if SHIFT[h(B)] = 0

1
——p

B|=2 or 3 Suffix(B) of length k

Psuedo-code of the BH algorithm
Preprocessing; // Create the shift table
while (pos <= text_length) {
shift < SHIFT[t, c.m z()5
if (shift ==0) {
Look for more blocks to find new shift distance,
or announce match if pattern is found.

¥
pos < pos + shift;

// shift table lookup

13



Website Gateway:
Multiple Resource Request Scheduling

Multiple Deficit Counters
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Access Gateway: Requestized GPS
with Window-based Service Rate Control
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— ICIRSally Floyd : TCP-Friendly Algorithms, the future of the Internet

— Caltech CSEE, Steven H. Low : Limit and application of Fast TCP

— UCLA CS, Mario Gerla : Request Scheduling Algorithm

— Berkeley EE, Kurt Keutzer : Architecture design for network processors

— UCLA CS, Peter Reiher : Implementation over network processors
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