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QOPS Design Principles

e High scalability: by adopting cluster-based wavelength sharing

e High cost effectiveness: by using FDL-based single-stage

downsized optical buffers Number of wavelengths (W)
] —— Loss =10°
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e QoS differentiation: by allowing optical packet preemptloH o S1e

— Newly arriving high-priority packet can preempt a low-

priority packet that has been in a delay line



QOPS- System Architecture
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QOPS Testbed Setup
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Experimental Results (1)

Optical
Transmitter
(BERT)

Real
Traffic

..............

IBP

—_— Optical Switch —_—

..........

FPGA-based
.

Traffic
Generator

Central Switch

Label + P iority Controller —_
(Virtual T affic) Packet Loss Rate
Optical Power

Control Signal
A ST e e A

200ns

Transient time of tunable laser-
based wavelength converter

Eye diagram of tunable
wavelength converter

Central switch controller module



Experimental Results (2)
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QoS Differentiation- Comparisons

Packet loss probability
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QoS Differentiation- Performance Results

Packet loss probability
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Evolution of Wall
From Packet Networking to Content Networking

e 7/-in-1 (NetBSD)
— Handling the problems in TCP/IP layer
— NAT, Firewall, VPN, Router, BW mgnt., IDS, URL filter

e 10-in-1 (NetBSD)
— Content-aware
— Anti-Virus, Anti-Spam, CF/Keyword
— Reducing System Overheads: New Arch./Alg.

e N-in-1 (Linux)
— Easy to add new modules
— UPNnP, APP Firewall, SSL-VPN, Wireless AP

12



Completed Research Tasks ( ~ 2005/6)

Content Networking with Deep Packet Inspection

e System Performance

— Architecture:
+ 4-in-1 proxy arch.: Spam+ Virus+ IDS+ CF (Throughput X 2)
+ Stream-based mail proxy for anti-virus
+ Content security processing on network processors and ASIC
+ P2P Traffic Management

— Algorithm:
+ Profiling summary on string matching algorithm and application
+ Adaptive generic signature matching engine

e Request Scheduling for Differentiated QoS
— Website gateway: Multi-Resources Request Scheduling
— Access gateway: Requestized-GPS with

Window-base Service Rate Control

13



New Research Tasks
Content Networking withDeep Packet Inspection

e System Research

— Architecture:
+ WiMax Base Station on Network Processors

+ Content security processing on network processors & ASIC/FPGA

— Methodology:
+ Extract and Replay of Attack Traffic

+ P2P Traffic Management (reducing false negative)

e Scheduling for Differentiated QoS

— Latency-driven Request Scheduling on Website gateway
+ Multiple Resources
+ Multiple Servers

— Request Scheduling on WiMax BS

14



Research Tasks at NBL
From Test Service Provider to Test Solution Provider

e WiMax (new!)

— MAC design with mobility and roaming

— Test plan and test bed at NBL
e SAN (new!)

— ISCSI performance, conformance, interoperability testing
o Wi-Fi

— Voice quality over WLAN with mobility and roaming
e Security

— In-lab live testing with real traffic

— Analyzing attacks, viruses, spams, and pornography
e Switch/Router

— Automatic conformance and performance testing on L2/L3 switches
e VoIP

— PSTN/VoIP interoperability testing

15



TCP-Friendly Congestion Control

OOWindow-Averaging Rate Control (WARC)
Fairness and Smoothness in steady-state
[JAggressiveness and Responsiveness in transient-state
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Access Gateway: Requestized GPS
with Window-based Service Rate Control

*Scheduling requests to control bandwidth consumed by responses
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Website Gateway:

Multiple Resource Request Scheduling

eMulti-resource requests scheduled by multi-counter DRR

Multiple Deficit Counters
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QOPS: A QoS Optical Packet-Switching System for Metro
WDM Networks

P2PADM: P2P% Instant Message® 32 (## % )
Stream-based Anti-Virus Mail Proxy (% & )
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QOPS: A QoS Optical Packet-Switching
System for Metro WDM Networks
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P2PADM:P2P % Instant Message# 32 (## £ i)

- Classify traffic by application signature, not by port.
- One connection between two peers

- Dual queue synchronization

i User Space
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Stream-based Anti-Virus Mail Proxy (&% £ )

- Interleaved processing without file system access
- Single process concurrency
- Supporting various compression formats: gzip, rar, bzip2, self-ex,etc.
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